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«[lokTOop Beb>»

«[okTop Beb» - poccuiickuii pa3paboTumk CpeacTs
nHdopMaLMOHHOW 6e30macHOCTH.

«JlokTop Beb» npepgnaraet achheKTUBHBLIE AHTUBUPYCHBIE U
aHTUCMNaM-PELIEHNS KaK [/1s FOCYAaPCTBEHHbIX OpraHusaumi u
KPYMHbIX KOMMaHWI, Tak W 4715 YacCTHbIX Nofb30BaTenei.

AHTUBMpYCHbIE pelleHns cemelictBa Dr.Web pa3pabaTbiBatoTcs C
1992 roga n HEM3MEHHO AEMOHCTPUPYIOT NPEBOCXOAHbIE
pe3ynbTaTbl AETEKTUPOBAHUS BPEAOHOCHbIX NPOrpamm,

COOTBETCTBYIOT MMPOBbIM CTaHAapTaM 6e30macHoCTU.

CeptudmkaTbl M Harpagbl, a Takxe obwmnpHas reorpacdms
nosib30BaTeNelt CBUAETENbCTBYIOT 06 UCKTIOUNTENIBHOM JOBEPUM
K NpoAyKTaM KOMMaHuMu.

Mbi 6narogapHbl NoJsib30BaTesIIM 3a NOAAEPIKKY
peweHun cemencrtsa Dr.Web!
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Fhasa 1. BeeaeHune

Mhasa 1. BBegeHue

Bnarogapum Bac 3a Bbl60p NporpamMMmbi
[JaHHbI  aHTUBMPYCHBIM MPOAYKT HaAEXHO 3alimiaeTt MO6MJ‘IbeIe
yCTpoOiicTBa, paboTalolme nog ynpaeneHWeM OMepPaLMOHHON CUCTEMbI
Android™, oT pasnnuHbIX BUPYCHBIX Yrpo3, CO3A4aHHbIX CneumansHo Ans
MHMOULMPOBAHMS MOBUITBHBIX YCTPOMCTB.

B nporpaMMe npuMeHeHbl Haubonee nepenoBble pas3paboTkM U
TEXHOMOrMK Mo OBHapyXXeHUI0 U 06e3BPEXMUBAHUIO
BPEOOHOCHbIX OOBLEKTOB, KOTOpble MOryT NpeacTaBnsTb  Yrposy
(PYHKUMOHMPOBaHMIO  YCTpOMCTBa " €ero MHDOPMALIMOHHOM
6e3onacHocTu.

Hactoswee  pykoBOACTBO  MPM3BAHO  MOMOYb  MOSb30BAaTENsM
MOBUIIbHBIX YCTPOMCTB YCTAHOBUTb W HAcTPOUTb MporpamMmy

, @ TaKKe O3HAaKOMWUTbCA C €ro OCHOBHbIMU
pyHKUMAMM,
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nasa 1. BBeaeHue

MUcnonb3yemMmble 0603HauYeHUn

B pykoBoACTBE MCNOMb3yoTCs cneaytoLine 0603HaveHus:

MonyxwupHoe
HauyepTaHue

3eneHoe n
noJIy)KMpHoe
HauyepTaHue

3eneHoe v nog4vepk
HYyTOe HayepTaHue

Kypcus

3AIJIABHBIE BYKBbI

A

HasBaHWsi 3neMeHTOB rpaduyeckoro MHTepdeiica u
npuMepbl BBOAA, KOTOPLI HEO6XOAMMO BbIMONHUTL B
TOYHOCTYM Tak, KaK OH MpUBEAEH B PYKOBOACTBE.

HanmeHoBaHus npoaykToB <«[okTop Be6>» unm ux
KOMMOHEHTOB.

CCblI/IKM Ha CTpaHWLbl PyKOBOACTBA U BE6G-CalThI.

TepMuHbI 1 3aMeLLatoLLmin TeKCT (MPUBOAUTCS BMECTO
uHdbopMaumM,  KOTOpyld  HeobxoaMmMo  BBECTU
nonb3oBatento). B  cnyyae npumepoB  BBOAA
KOMaHHOW CTPOKU KypCUB YKa3blBAET Ha 3HAYeHus
napamMeTpoB.

Ha3BaHus knaBuLw KnaBuaTypel.

BaxkHoe 3aMeyaHwe WM MpeaynpexaeHne o
NOTEHUMANbHO OMacHbIX WM 4peBaTbIX owmbkamu
CUTyauuax.
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Fhasa 1. BeeaeHune

OCHOBHbIe (hyHKLIMM NPOrpaMmbl

npeacTasnseT coboi  HaaexHoe
aHTVBMPYCHOE peLIeHWe ANs NoNb30BaTeNeln MOBUIbHBLIX YCTPOMCTB,
paboTaloWwmx MOA YNpaBieHWEM OMepauUMoHHON cucTeMbl  Android.
MpunoxeHne BbINOMHAET (yHKLMK:

e HenpepbiBHOW 3alUnThl  (aloBO CUCTEMbI YCTPOWCTBa B
pexume peanibHoro BpemMeHu (NpoBepKa CoXpaHsieMbIX ¢haisios,
yCTaHaBMMBAEMbIX NPOrpamMM 1 T.4.);

e CKaHMpOBaHMs Bcex (HalsioB CUCTEMBI MU OTAENbHBIX (haliioB 1
nanok Mo 3anpocy nosnb3oBaTens;

e CKaHWMPOBaHWsl apX1BOB;

e CKaHWMPOBaHWsI KapTbl MaMSTH;

o 0BHapyxeHus ¢alnos aBTo3anycka Windows;

¢ 0BHapyxeHus yrpo3 B dainax .Ink (onpeaensiembix Kak
Exploit.Cplink);

e yfaneHus  OOHapyXeHHbIX  yrpo3  6e30macHOCTM  uiu
nepeMeLLeHNE NX B KapaHTWH;

e 0BHOBNEHMS yepes MHTEepHeT-
CoeauHeHune;

e BEEHUS] CTaTUCTMKM OBHapyXXeHHbIX Yrpo3 W AeWCTBUM
MporpaMMbl, a TakxKe XypHasa perncrpaumm cobbITUi.

Yo6HbIN rpacduyeckuii MHTepdelic NporpaMMbl NO3BOSIET MOMHOCTbIO
HacTpoOUTb NapaMeTpbl paboTbl MPUMOXKEHWUS C  YYETOM  HyXA
nonb30BaTeNls WM YCTaHOBUTb  OMTUMAsIbHbIM  YPOBEHb  3aLLUWTHI
MOBMNBbHOMO YCTPOCTBA.
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naBa 2. YcTaHOBKa U yaasieHue

NnaBa 2. YcTaHOBKAa U yaaneHue

MOXHO 3arpysuTb W YCTaHOBWTb
HernocpeacTtBeHHO M3 Android™ Market, wnmM >ke ckonupoBaTb W
3anycTuTb Ha MOBUILHOM YCTPOMCTBE YCTAaHOBOYHBIN halin NporpaMMmbl
drweb-600-android.apk. Bbl Takke MoXeTe BOCMNOMb30BATLCS
NporpaMMont CUHXpoHM3aumuK ¢ MK 4ns YCTaHOBKW NPUSIOXEHWSI.

YpaneHve nporpamMMbl  BO3MOXHO 4epe3 Android™ Market wnm
CpeacTBamMm onepaumroHHON CUCTEMbI MOBUBHOIO YCTPOCTBA.

CucreMHble TpeboBaHus

[na ycTtaHoBKM M paboTbl TpebyeTtcs,
yTobbl  MOB6UNIBHOE  YCTPOMCTBO  paboTano noa  YrpaBrieHUEM
ornepaumnoHHol cuctembl Android Bepcun 1.5 unu BhllLe.

KpoMe Toro, ans 3arpysku OBHOB/EHUIA aHTUBUPYCHBIX 6a3 TpebyeTcs
COeaMHeHMe C CeTbio MIHTepHeT.
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naBa 2. YcTaHOBKa U yaasieHue

YcTaHOBKa nporpamMmmbl

YCTaHOBKY MpOrpaMMmbl MOXXHO
ocywectsutb u3 Android™ Market, a Takke nyTeM 3anycka
YCTaHOBOYHOro (haina Ha MOGWMIBbHOM YCTPOWCTBE WM C MOMOLLbIO
nporpamMmbl CUHXpoHKU3auum ¢ MNK.

YcraHoBka npunoxeHus yepes Android™ Market

1. Ortkpoiite Android™ Market, HaiaguTe B CrICKE MPUNOXEHWUN
M HaXMWUTE  KHOMKY

YCcTaHOBUTD.
Ecnn He oTobpaxaeTtcs B
! . Android™ Market, TO MO6GWNbHOE  YCTPOMCTBO He
YAOBNETBOPSIET

2. OTKpoeTcsl 3KpaH C MHdopMauuelr O npaBax [oCTyna,
HeobX0AMMbIX NpUNoXeHuo. Bo Bpemsi paboTbl nporpamMme
TpebyeTcs AOCTYN K CNEAYIOWMM AaHHbIM:

e K MaMsTM YCTPOICTBA - AN TOro, 4Tobbl NpoBepsaTb SD-
KapTy M XpaHWUTb KapaHTWH;

e K CETU MHTepHET - Ans 06HOBMIEHNS aHTUBUPYCHBIX 6a3;

e K TenehoHHbIM 3BOHKAM - ANnd  TOro,  YTO6bl

MpuoCTaHaBNMBaTb paboTy MNPUNOXKEHUS BO  BpeMst
TenethoHHbIX 3BOHKOB;

e K CMUCTEMHbIM MHCTPYMEHTaM - Ansl Toro, yYtobbl B Cryyae
BO3HMKHOBEHMM OLWIKMGOK nNpu paboTe C MNpoOrpaMMoMn
COXPaHUTb CUCTEMHYIO WHMOPMaLUMIO ANns OTMNpaBku B
CNyX6y TEXHUYECKON NOAAEPKKM.

Haxxmute kHonky OK.

3. TpunoxeHue 6yAeT yCTAaHOBNEHO aBTOMATUYECKH.
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Y106bl YyCTaHOBUTL NpuoxeHne 6e3 ncnonb3oBaHus Android™ Market,
Heo6X0AMMO paspelmnTb Takol BuA YCTAHOBKW. [Ns 3TOro OTKpouTe
3kpaH HacTtpoikm -> T[punoXxeHus U ycTaHoBUTE hNAXKOK
HeunsBecTHble NICTOYHUKM.

3anyck yctaHoBouHoro caina drweb-600-android.apk
HenocpeacTBEHHO Ha MO6UJIbHOM YCTpOCTBe

1. CkonupyiTe ycTaHoBouYHbIN (aiin drweb-600-android.apk
Ha KapTy namsaT.

[ns noucka u 3anycka daiina Ha MOBUILHOM YCTponCTBe
L = & Heobxoamm alinoBbIi MEHEMKED.

2. Bocnonbayiitecb (alnoBbiM MeEHEMKEPOM YTOBbI HAUTU U
3anyCTUTb YCTAHOBOYHBIN dhalin.

3. TpunoxeHue 6y[eT yCTAaHOBNEHO aBTOMATUYECKH.

YcTaHOBKa C MNOMOLbIO MPOrpaMMbl CMHXPOHM3ALUKN
MOGMNIbHOrO YCTPOMCTBA C KOMMNbIOTEpOM (Hanpumep,
HTC Sync™ wm gp.)

1.  CMHXPOHM3MpYITE MOBWUIIbHOE YCTPOMCTBO C KOMMbIOTEPOM;
3anycTuTe MacTep YCTaHOBKM MPUNOXEHWUI, BXOASLWMI B NaKeT
NporpaMMbl CUHXPOHM3aLMMN.

3. YKaxuTe nyTb, MO KOTOPOMY YCTaHOBOYHbIM (aiin drweb-
600-android.apk pacrnonoxeH Ha KOMMblOTEpe, Aanee
CneaymnTe UHCTPYKLUMSIM MacTepa YCTaHOBKM.

4. MMpunoxeHne GyaeT nepeHeceHO Ha MOBWILHOE YCTPOWCTBO,
rae Bbl  MOXETe MNPOCMOTPETb WMHbOpMaumMilo O HeM U
NOATBEPANTbL YCTAHOBKY.

5. 3aKpoKTe MacTep yCTaHOBKM MPOrpaMMbl CUHXPOHU3ALIMK.

Mporpamma YCTaHOBMIEHA W rOTOBA K
UCMOSb30BaHMIO.

10
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naBa 2. YcTaHOBKa U yaasieHue

YpaaneHuwe v o6HOBNEHME NPOorpaMMmbl

Bbl MoxeTe O6HOBWTb BEpPCMIO MNpOrpamMMbl WAM yaanuTb ee C
MobunbHOro ycTpolictBa udepe3 Android™ Market. Kpome Toro,
yOaneHue nporpaMMbl BO3MOXHO TakXke CpeAcTBaMu OnepaLyOHHOM
cucteMbl 6e3 noakoyeHus K cetn UHTepHeT.

YnaneHme un o6HoBneHue nporpaMmmbl uyepe3s Android™
Market

1. Ortkpoiite Android™ Market 1 BbIGEpUTE NYHKT 3arpy3ku unu
Mou npunoxeHms (B 3aBUCHMOCTM OT UCMO/b3YEMOIN BEPCU
OrMepaLMOHHON CUCTEMBI.)

2. B cnucke YCTAQHOBNIEHHbLIX Ha MO6MNBHOM YCTpOVICTBe
I'IpVIJ'IO)KEHMl\/'I Ha)XXMUTE 3HA4YO0K MNpPUNOXKEHUA

Ecnn npunoxeHune 66110
4 & . YCTaHoBneHo He uyepe3 Android™ Market, oHO MOXeT He
" otobpaxaTbCcs B pasaene 3arpy3ku. B 3ToM criyyae Bbl
MOXKETE yAaNuTb ero CpeCcTBaMmn OMePaLMOHHON CUCTEMBI.

3. Ha 3akpaHe ¢ MHbOopMaumMeli 0 NPUNOXKEHUM HAXKMUTE KHOMKY
O6GHOBUTb [N YCTaHOBKM HOBOW BEPCMM WM  KHOMKY
Yaanutb Ans yaaneHus NporpaMmsl.

4. TMoatsepauTte 06HOBJ'IEHME/YﬂaJ'IEHVIe NPUNOXXEHUA!

e B C/lydae OBHOBNEHUSI AaNibHEWILME AENCTBUS COBMadatoT
C [AeiCTBMSMM, ONMCaHHbIMKW B pasgene
7
e B C/ly4yae YyAaneHus nporpaMmMbl YKaXute MpUUnNHY
yaaneHvss n Haxmute kHonky OK. [llporpamma 6yaer
yaaneHa ¢ MO6MIbHOro YCTPOWCTBa.

11
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YaaneHme nporpaMmbl 6e3 noakNlouYEeHUss K ceTn

UHTepHeT
1. Otkpoiite 3kpaH HacTtpoika -> T[punoxenus ->
YnpaBneHue NpuioXKeHNsIMM.
2. B crnucke YCTAQHOBMEHHbIX Ha MOOBWILHOM  YCTpOWCTBE
NPUNOXEHUIA HaxxmuTe 3Hadyok Dr.Web pns Android Light
3. Ha 3kpaHe ¢ vHdopMaumen 0 NPUNOKEHUN HAXKMUTE KHOMKY
Ypanutb. [porpamma 6yager yganeHa ¢ MO6MAbHOro
YCTPOICTBa.
4. To 3aBepLieHnn yaaneHus Haxkmute kHonky OK ans Bo3Bpata
K CMUCKY YCTAHOBJEHHbIX MPUIOXKEHWI.
KapaHTMH W COXpaHEHHbIN >XypHan cobbiTWi NporpaMmMbl  He
i ! . yAanawTcs no ymonyaHuto. [lpu HeobXxoaMMoCTW, Bbl MOXeTe

yhanuTb uX BpydHyto m3 nanku Android/data/com.drweb/files Ha
SD-kapTe.

12
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Fnasa 3. Mpucrynas k pa6ore

nasa 3. MNpucrynas k pabote

[JaHHbIi  pasgen  onucoblBaeT npoueaypy 3amycka W Bbixoga U3
MporpamMMmbi , @ TaKKe Mosb30BaTeNbCKU
UHTEpdENC NPUIOXKEHMS.

3anyck 1 BbiXo4 U3 NpPOrpaMMmbl

3anyck nporpamMmbl

YTo6bl 3aMycTUTb MPUIOXKEHUE ,
OTKpOIiTE 3KpaH Bce NporpaMMbl 1 HaXXMUTE 3HAYOK MPOrpamMMbl

\@ Mpn nepeBoM 3anycke
NporpaMMbl  OTKpOEeTCs JIMLEH3WOHHOE COrMalleHne, KoTopoe
Heo6X0ANMO NPUHATL ANS AanbHeNLeN paboThl.
Bbixoa U3 nporpaMMbl
YTob6bl 3aBepwmnTb PaboTy C MNPUIOXKEHUEM, HAKMUTE KHOMKY
Aomoi ‘L.

[ina noBTOPHOro 3anycka NpuIoKeHNUS Bbl MOXETE HaXkaTb 3HAYOK

\@ B pasfefie HeaaBHO 3anyLUeHHbIX
NPUNOXXEHWIA,

Mpn nepeBoM 3anycke OTKpbIBAETCS Ha
rNaBHOM 3KpaHe. MMpu NOBTOPHOM 3amycke NMporpaMMa OTKPbIBAETCs Ha
nocneaHeM aKTMBHOM 3KpaHe, Ha KOTOpoM 6bifa 3aBeplueHa ee paboTa
B MPOLLNbIN pas.

13
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Fnasa 3. Mpucrynas k pa6ore

NHTepdenc

MnaBHbIl 3kpaH nporpaMmbl Dr.Web - LleHTp 3awutbl (CM.
PucyHok 1) cogepXuT uHMOPMaUMIO O TeKylleM COCTOSIHUM 3aluTbl
CUCTEMbl, @ TaKXKe MO3BOMSET HACTPOUTb cneaytowme  dyHKUMK
nporpammbil:

SpIDer Guard - No3BoNSET BKIOUNTL/BBIKITIOUMTL MOCTOSIHHYHO
QHTVBMPYCHYIO 3aLLMTY;

CkaHep - BbINOMHAET MPOBEPKY CUCTEMbI MO  3anpocy
nonb3oBaTens (BO3MOXHbI 3 TUMa NpoBepku: BbICTpas, NosHas,
BblbOpOYHasn);

O6HoOBNEHMe - coaepxuT uHdOpMauuilo O Jate nocneaHero
06HOB/IEHMST NpOrpamMMbl M MO3BONSIET 3aMyCTUTb OBHOBNEHME
nporpaMMmbl B Crly4ae HeobxoaMMoCTH;

CratMctMka -  O3BONSIET  MPOCMOTPETb  CTATUCTUKY
06HAPY)XEHHbIX Yrpo3 1 AEUCTBUI NPOrpamMMbl Hag, HUMMK;
KapaHTUH - no3BonsieT nNpocMoTpeTb M obpaboTaTb yrposbl,
nepemeLLeHHbIe B KapaHTUH.

Dr.Web - LieHTp 2alluTbl

CucTema 3awWmuieHa
AHTMBMpYC Dr.Web

SplDer Guard

MDHVITDP BKNHOYEH W 3alnuiaeT
cucTemy

CkaHep
MpoBepsET CHCTEMY Ha HalWuWe Yrpo3

O6HoBNEHMNE
14.09.2010 14:39:45

CraTncTuka

[Apyrie npogyKThi «

PucyHok 1. 3kpaH Dr.Web - LleHTp 3awmThbl

14
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Fnasa 3. Mpucrynas k pa6ore

Bupxertnbl

Ana ypobctBa pabotel ¢ Dr.Web pns Android Light Bbl Moxete
nobaBuTb Ha HauanbHbI 3kpaH Bawero TenedoHa cneunanbHble
BUIDKETbI,  MO3BONAIOWME  YNpPaBASATb  OCHOBHbIMU  (DYHKLMAMU
nporpammei.

[o6aBneHue BuaKeTa

1. Ona pobaBneHus BUAXKETA MPOrpaMMbl  HAXMUTE  KHOMKY
MeHo 1 BblbepuTe MyHKT [06aBUTb WM HAXMUTE Ha
HauasbHbIA 3KpaH M yAEpXUBAMTE, NOKa He MOSIBUTCA MEHI0
A06aBNEHNS 31EMEHTOB Ha 3KPaH.

2. BblbepuTe TUN [06aBNSEMOro 3feMeHTa BuaKeTbl.

3. B cnmcke JOCTYMHbIX BUAXKETOB BblibepuTe OANH U3 BUOXKETOB
Dr.Web ans Android Light:

e Dr.Web (mManeHbkMil) - TNOKas3blBAeT  Tekyllee
COCTOSIHME 3aliMTbl M MO3BOMSET BKIOYUTL/BbIK/IIOUNTL
MOHuTOp SpIDer Guard (cM. PucyHok 2).

e Dr.Web (cpenHuii) - NoKa3blBaeT TeKyLlee COCTOsIHWE
3aLUWTbI, MO3BONSET BKIHOUNTL/BbIKMOYUTD MOHUTOP
SpIDer Guard, neperTu K 3KpaHy CKaHUPOBaHUS K
BbINOSIHUTL O6HOBNEHME aHTUBMPYCHBIX 633 NporpamMmmel

(c™. PucyHok 3).

15



Fnasa 3. Mpucrynas k pa6ore

g AHTHEMpPYC Dr.Web
\ BKAKOYEH

PucyHkm 2 n 3. Bupxernl Dr.Web
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aBa 4. ®yHKLMM NporpamMmbl

MaBa 4. PyHKLMU NpOrpaMmmbl

[JaHHbI  pa3gen OnWUCbIBAET OCHOBHLIE BO3MOXHOCTM
, MO3BONSIOLME HACTPOUTL AHTUBMPYCHYIO MPOBEPKY U
OpraH130BaTh 3alUMTy MOBWUILHOTO YCTPOIACTBA.

Bbl MoxeTe B /11060 MOMEHT C6p0CVITb NoJib30BaTENbCKME HaCTpOI\/'IKVI
NPUNOXeEHUA U BOCCTAaHOBUTb CTaHAAPTHbIE HaCTpOl‘/'iKVI. [ns 3Toro:

e Ha 3kpaHe Dr.Web - LleHTp 3awuTbl HaXXM1Te KHOMKy MeHro
1 BblbepuTe NyHKT HacTponkm;

e Ha 3kpaHe Dr.Web - Hacrtpoiikmn (cm. ) B pa3gene
C6poc Hactpoek Bblbepute nyHkT  BoccraHOBUTb
HaCTPOMKH;

¢ MOATBEPAMTE BO3BPAT K HACTPOIiKaM Mo yMo4aHuio.

Dr.Web - HacTpourku
061LMe HaCTPOAKM

dainnsl a BTO3amnycka
MpoBepaATL Haanuve daiinos
aBTo3anycka Windows Ha SD-kapte
3BYK

BK/IIOUUTL UCMO/b30BaHNe 3ByKOBBIX

yeegowlem-m

3Hauok Dr.Web

OTob6paxartk 3Hauok Dr.Web B cTpoke
COCTOAHMA

SpIDer Guard

®aiinbl B apxmBax
MpoBepaATs Gpaibl B apxmneax

MogknroueHne SD-kapThbl .

TMONHOCTLIO NPOBEPATH KapTy NaMATA
MpU KaxA0M ee NOAKUeHUM

CKaHep

MDalAnNLI B AnNYMray

PucyHok 4. 9kpaH Dr.Web - HacTpoiiku
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NMocTositHHas aHTUBUPYCHAsA 3aliMUTa

OCHOBHOW (hyHKUMEN, peann3oBaHHON B MPUSIOXKEHUU

, SIBNSIETCS NOCTOsIHHAsi NpoBepka ¢halinoBoi cUCTeMbI B
pexuMe peanbHOro BpeMeHW. 3TO  AOCTUraeTcs npyu  NOMoLLM
¢alinngozo MoHUmMopa . OH ckaHupyeT Bce daisibl npu
MOMbITKE MX COXPaHEHWs! B MaMATU MOBWIBLHOMO YCTPOMCTBA, 3aluuiiast
TEM CaMbIM CUCTEMY OT NOSIB/IEHUSI Yrpo3 6e30MacHOCTY.

BxitoueHMne NOCTOAHHOW 3aLUUTbI

Mpn nepBom 3anycke NOCTOSIHHAsA 3awuTa
BbIK/IlO4EHA. YTOObI BKNIOUUTL €€, HaXKMUTE KHOMKY-UHAMKATOP paboTbl
MoHuTOpa B pasgene SpIDer Guard Ha skpaHe Dr.Web - LieHTp
3alMThl.

Mp1 BKIOYEHUM MOHMTOP HaYMHAET 3aWwMllaTb Bawy cuctemy. OH
npoao/mkaeT paboTaTb HE3ABUCMMO OT TOrO, 3arnyLeHO NPWUIOXKEHWE
Unm Her. Mpu o6Hapy>eHUU yrpo3 6e30MacHOCTM B CTPOKE COCTOSIHUS B
BEPXHEN YacTW 3KpaHa MOSIBMISIETCS 3HAYOK

g M OKHO C WMHdopMaumen o6 obHapyxeHHbIX yrposax. Ha
naHenu YBe#OMNEHWS Bbl MOXETe MpPOCMOTPETb MHGOPMaUmio o
KONMYECTBE HaWAEHHbIX Yrpo3 W OTKPbITb CMMCOK Yrpo3 Ans
MPUMEHEHUSI K HUM [eiCTBUIA N0 06e3BPEXMBAHUIO.

HacTtpoiiku MoHuTOpa

Ana pocTyna K HacTpoikam Ha 3KpaHe
Dr.Web - LleHTp 3awmTbl Haxmute KHOMKY MeHro u BblibepuTe
nyHkT HacTpoiiku. Ytobbl HacTpouTb MOHWUTOp, B pa3gene SplDer
Guard Ha skpaHe Dr.Web - Hactpoiiku (cm. ) BbIMONHUTE
cnepyowme aencTaus:

e 4TO6bl BK/IOYNTL MPOBEPKY (halifioB B apxuBax, YCTaHOBUTE
dnaxok ®daiinbl B apxuBax;
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Mo  yMOnYaHWK  MpoBepka  apxuBOB  BbIK/lOYEHa.
BknoueHne npoBepkM apXvMBOB MOXET CKasaTbCs Ha
ObICTPOAENCTBUM CUCTEMBI M YBEIMYWUTL pacxos 3apsaa
6atapen. lpu 3TOM, OTK/IIOYEHME MPOBEPKM apXMBOB He
CKa3blBaeTCs Ha YpOBHE 3aluMTbl, MOCKONbKY MOHWUTOP
MpOBEPSIET YCTaHOBOYHblE hainbl Ans cuctembl Android
(.apk) B ntobom cnyyae, HeE3aBMCMMO OT YCTaHOBJIEHHOMO
3Ha4YeHUs AaHHOro napaMeTpa.

e yTObbl BKIOYNTL MPOBEPKY haiioB Ha SD-kapTe Mpy KaxaoMm
ee MOAK/IOYEHUM K MOBUNIBHOMY YCTPOWCTBY, YCTaHOBUTE
dnaxok MoagknroueHne SD-KapTbl.

CraTtucruka

MporpamMMa perucTpupyeT cobbiTusi, CBA3aHHble C paboToil MOHWUTOpa
(BKNlOYEHME/BBIKIIOYEHWE,  pe3ynbTaThl  NpoBepku  SD-kapTbl,
YCTaHaBNMBAEMbIX MPUSIOXKEHWI, OBHapyxXeHue yrpo3 6e30macHOCTM).
[efcTBMS nporpamMMbl M, B 4YacTHOCTW, MOHUTOpa OTOGpaxaloTcs B
pasaene [ledcTBUA Ha Bklaake CTaTMCTMKA, OTCOPTUMPOBAHHbIE MO
pare.

NMpoBepka No 3anpocy nosib3oBaTens

MpoBepka cUCTeMbl MO 3aMpocy MOSb30BaTeNs OCYLLECTBASETCS C
MOMOLLbIO CrMeuUManbHOro KOMMOHEHTa - ckaHepa. Dr.Web pns
Android Light no3sonsieT npou3BOAUTb ObICTPOE WM MOJSHOE
CKaHuWpoBaHWe (alNIoBOM CUCTEMBbI, @ TakXKe MPOBEPSATb OTAE/bHbIE
aiinbl 1 nankw.

CkaHupoBaHue

YT06bl MPOBECTM CKAHWPOBaHWE CUCTEMbl, Ha 3kpaHe Dr.Web -
CkaHep (cM. PucyHoK 5) BbINOSHUTE OJIHO U3 CNeAyoWmnin AENCTBU:

e yTO6bl 3aNyCTUTb CKAHWMPOBAHWME TONbKO  YCTAHOBMEHHbIX
NpUNOXeHUI, BbibepuTe NyHKT BbICTpas NPoOBEpPKa;

e yTOGbl 3aMyCTUTb CKaHWUpPOBaHWE Bcex (aiifioB CUCTEMBI,
BblbepuTe NyHKT MonHas npoBepkKa;

19



T4
))
“ﬁ

M
$

aBa 4. ®yHKLMM NporpamMmbl

e YTOObI MPOBEPUTL OTAENbHbIE (halsbl U Narku, BbIbepUTe MyHKT
Bbi6bopoyHass npoBepKa, 3aTteM BbibepuTe HeobxoanMble
06bEKTHI B MOSABUBLIEMCS CMUCKE 06BEKTOB (DaiifioBOV CUCTEMBI
(cM. PucyHok 6) n HaxMuTe kHornky MpoBepuTb.

Mo OKOHYaHWMWM CKaHWPOBaHWMSI Ha 3KpaH BbIBOAMTCS  CMMCOK
06HApY)XEHHbIX Yrpo3 M Mpegnaraetcs BblbpaTb AEACTBUA MO WX
06e3BpeXnBaHNIO.

Dr.Web - BeI60pouHas npoBepKa

Dr.Web - CkaHep

BbIcTpasi npoBepKa Myrs: /

"\ MpoBepKa YcTaHOBNEHHBIX MPUAOKEHUA

[il MonHas npoeepka -
-8 Npoeepka Bcex painos H root
- BbIGOPOHHaH npoeepka

n PpoBepKa 3NEMEHTOB, YKa3aHHbIX
nonb3oBaTenemM

&‘

kR
Q£ 0
& g
=1

<< ‘ L4

)
<
0
o
()
3
L4

o
(ﬁ‘

default.prop

L4

S8

{ MpoBepnTs

PucyHkmn 5 n 6. CkaHep u OKHO Bbi6opa 06beKTOB
CKaHUPOBaHUA

HacTtpoika ckaHepa

[na pocTyna k Hactpovikam Dr.Web pns Android Light Ha akpaHe
Dr.Web - LleHTp 3awuTtbl HaxmuTe KHOMKy MeHK u Bbibepute
nyHKT HacTponku.

Bbl MOXeTe BKIHOUYMATbL MpPOBEPKY alIOB B apxvBax, ANs 3TOr0O
ycTaHoBuTe ¢naxok ®ainbl B apxuBax B pasgene CkaHep Ha
akpaHe Dr.Web - HacTtpoiikm (cM. PucyHok 4).
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Mo yMonyaHuio npoBepka apxvMBOB BbIK/OYEHA. BkaoueHne

L NMPOBEPKU apXMBOB MOXET CKa3aTbCsl Ha BbICTPOAENCTBUM CUCTEMBI
M yBeNMuMTb pacxos 3apsiaa 6atapen. lpu 3TOM, OTKIOYEHUE
NMPOBEPKM apXMBOB HE CKa3blBAETCS HA YPOBHE 3aLLMTbl, MOCKOMbKY
BO BpeMsl CKaHWpPOBaHWsI YCTAaHOBOYHblE halinbl Ans CUCTEMbI
Android (.apk) npoBepsitoTcs B Nt060OM Cryyae, He3aBUCMMO OT
YCTaHOBNEHHOr0 3Ha4YeHUs JAHHOrO NnapameTpa.

HacTosiTenbHO peKOMEHAYETCS NEPUOANYECKM MONb30BaTbCs (PYHKLUMEN
CKaHMpOBaHWsl (haliNoBOM CUCTEMbI, HanmpuMep, Ha Clyyaln ecnu
MOHUTOp Kakoe-TO BpeMsi 6bln  HeakTvBeH. O6blYHO, NpW 3TOM
AOCTaTOYHO NPOBOAUTL BLICTPYIO NPOBEPKY CUCTEMBI.

CraTtucrtuka

MporpaMMa perucTpupyer cobbiTus, CBsi3aHHble C paboToil cKaHepa
(TMN 1 pe3ynbTaTbl NPOBEPKWM, OBHapyXeHWe yrpo3 6e30MacHoCTK).
[leiicTBMA nporpamMMbl M, B YacTHOCTM, CKaHepa OTobpaxaloTcs B
pasgene feicTBUA Ha Bkaake CTaTMCTMKA, OTCOPTMPOBAHHbIE MO
pare.
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HeuTpanusauums yrpos

Dr.Web gnsa Android Light npegoctaBnsieT nonb3oBaTesnto BbI6op 13
Tpex AeNCTBUI ANst KaXA0M M3 0BHapY>EHHbIX Yrpo3:

e Yaanutb - Yyrposa MOMHOCTbIO YAANsSeTcas W3  MaMsaTu
YCTPOMCTBa;

e B KapaHTUH — yrpo3a nepeMeLlaeTcs B CreumanbHyo narky,
rae oH U30/IMPYETCS OT OCTaslbHOM CUCTEMBI.

' Ecnm  yrposa 6bina  obHapyxeHa B YCTaHOBNEHHOM
m MPUNOXEHUN, TO MepeMelleHne B KapaHTUH Ana Hee
HEBO3MOXHO. B 3TOM cnydae pgencteve B KapaHTUH B

cnucke ByaeT OTCyTCTBOBATb.

¢ MponycTUTb — NPUNOXEHWE HE NMPOU3BOAMT HUKAKMX OnepaLuil
Haj, Yrpo30W, OCTaBNsA €€ HETPOHYTOMN.
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O6HOBNIEHMEe aHTUBUPYCHbIX 6a3

[ns obHapyxeHus yrpo3 6esonacHoctn Dr.Web ansa Android Light
UCMosb3yeT cneynanbHble aHTuBupycHsble 6a3bl Dr.Web, B KOTOpPbIX
coaepxuTcs uHdopmaums 060 Bcex WMHGMOPMaUMOHHBIX Yrpo3ax Ans
MOBWUNbHBIX YCTPOMCTB, WM3BECTHbIX crieumManuctam «[okrtop Be6>».
basbl TpebyloT nepuoaMyeckoro O6HOBNEHMS, MOCKOMbKY MOryT
NnosiBNATLCA  HOBble  BPEfOHOCHble MporpaMmbl.  [ns  3Toro B
NPUNOXEHNN peanu3oBaHa BO3MOXHOCTb OOHOBMEHMSI @HTUBMPYCHbBIX
6a3 uepe3 NHTepHeT.

Ha rnaBHOM 3kpaHe nporpaMMbl B pasgene OGHoOBNeHue
oTobpaXkaeTcs AaTa nocneaHero o6HOBMNEHWS MPOrpamMMbl.

O6HoOBNEeHue

1. YT106bl 06HOBUTL @aHTMBMpPYCHble 6a3bl, Ha skpaHe Dr.Web -
LleHTp 3awmTbl Bbibepute NyHKT O6HOBNEHMeE.

2. O6HoBneHune 3anyCcTuTCa aBTOMaTU4ECKN.

Cpasy nocne YCTaHOBKM MpOrpamMMbl  PEKOMEHAYeTCs

ale. BbINOMHUTL  OBHOBNEHME AHTMBUPYCHbIX 6a3, 4yTO6bI
npunoxeune Dr.Web pnsa Android Light wmorno
MCMONb30BaTb  CaMyld  CBEXYHD  WMHGopmauuio 06
M3BECTHbIX yrposax. CurHaTypbl BMPYCOB, WHdOpMauus
06 WX Mpu3Hakax M MOAensiX MoBeAeHUs OBHOBISIETCS
cpasy e, Kak TOMbKO CreuManuctbl AHTUBUPYCHOW
Jlabopatopun «[Joktop Be6» 0b6HapyxMBalOT HOBblE
Yrpo3bl, MHOra — A0 HECKOMbKMX pa3 B Yvac.
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Hactpoiiku o6HOBNEHuA

B paspene O6HoBneHue Ha 3kpaHe Dr.Web - Hacrtpoiiku (cm.

) Bbl MOXXETE HAaCTpOUTb Cneaytowmne napaMeTpbl 06HOBNEHNS

aHTVBUPYCHBbIX 6a3:

4TO6bI 0BHOBNEHMS 3arpyXanncb EXeAHEBHO B aBTOMaTUYECKOM
pexume,  ycTtaHoBuTe  naxok ABTOoMaTndecku. [lo
YMOM4YaHWI0 aBToMaTu4yeckoe obHoBMEeHME OTKOYEHO. Ecnn Bbl
XOTUTE 3anyckaTb OOHOBNEHUSI BPYYHYI, CHUMUTE AaHHbIiA
bnaxok.

yTO6bl HE UCMONb30BaTb NPU 3arpy3ke 06HOBNEHUI MOGW/bHbIE
ceTu, yctaHoBuTe dnaxok He ucnonb3oBaTb MO6GWMJIbHbIN
UHTepHeT. ECcnn akTuBHble ceTn He ByayT O6HapyXeHbl, BaM
6yaeT npeanoxeHo Bocnonb3oBaTbes cetamu 3G unm GPRS.

Mpu OGHOBNEHMM MPOUCXOAMT 3arpyska AaHHbIX MO CeTW. 3a
" nepegady [AaHHbIX MOXET B3UMaTbCsl [OMOSHWTENbHas nnata.
YTouHs/Te NOAPOBHOCTH Y Ballero MobuIbLHOro ornepartopa.

PaboTa c KapaHTUHOM

ans

O6HapyXeHHbIX yrpo3 B

peanu3oBaHa (yHKUMS MEPEMELUEHUS B KapaHTWH — 0Cobylo nanky,
npeaHasHaueHHyo AN UX M30M5UmMK 1 6€30MacHOro XpaHeHus.

Pa6oTta c yrpozamMm B KapaHTUHE

1.

Ytobbl NpPOCMOTPETb CNWUCOK  Yrpo3, MNepeMelleHHbIX B
KapaHTWH, Ha 3kpaHe Dr.Web - LleHTp 3awmTtbl Bbibepute
NyHKT KapaHTUH.

OTKpOETCA CNCOK BCEX YrPO3, HAaXOAALWMXCSA B KapaHTUHE (CM.

).
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3. HaxaB Ha yrposy B CrNucKe, Bbl MOXETE MPOCMOTPETh
cnegytoLlyto uHdopMaLmIo o Helt:

e uMs dalna;

e MyTb K (ainny;
e [laTa NepeMelLeHNst B KapaHTYH.

Kpome TOro, Bbl MOXeTe MepelTM MO CCbiKe B pasjene
Wnudopmauma B cetu ana npocMotpa 6onee noapobHow
uHcopMaumumM 0 nogobHoOM Tune yrpo3 B WHTepHeTe Ha caiTe
KOMMNaHuu

4. Bbl MOXeTe NPUMEHUTb K KaX[AOW Yrpo3e OAHO W3 CleaytoLmx
LeNCTBUIA:
¢ BOCCTAHOBMTb — [i/1 BO3BpalleHMs taina B Ty nanky, B
KoTopoii haiin Haxoauncs [o nepemelleHuns (Nonb3ynTech
JaHHOW (DYHKUMEN TONbKO, €CNM Bbl YBEPEHBI, UYTO hain
6e3omnaceH);

e Yaanutb — ANa yAaneHus cbaﬁna U3 KapaHTWHa " u3
CUCTEMBI.

Cratuctvika KapaHTuH

EICAR Test File (NOT a 16.08.2@1@
Virus!) 13:13
/sdcard/eicar.com

PucyHok 7. KapaHTuH
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Bbl Takke MoXeTe MpOCMOTpeTb MHMOPMaUMIO O pasMepe namsT,
3aHMMaeMol KapaHTMHOM, U cBOBOAHOM MecTe Ha SD-kapTe. [nsi 3Toro
Ha Bknagke KapaHTUH HaxmuTe KHOMKY MeHI0 v Bbibepute MyHKT
Pa3mep KapaHTUHa.

CrtaTuctuka

B peanv30BaHO BefeHUe CTaTUCTUKK
O6Hapy>XeHHbIX Yrpo3 W AEeWCTBMM MporpaMMmbl. s npocMoTpa
CTaTUCTMKKN paboTbl NporpaMmbl Ha akpaHe Dr.Web - LieHTp 3awmTbl
BblbepuTe NyHKT CTaTUCTUKA.

Ha Bknagke CTaTMCTMKa HaxoaaTcs ABa MHQOPMaUMOHHLIX pasaena
(cm. ):

e pasgen 3a Bce BpeMsl, B KOTOPOM COAEPXMTCA MHGOpMaLMs
06 06LLUEM KONTMUYECTBE NPOBEPEHHBIX (haloB, 0BHAPYKEHHBIX U
06e3BpeXxXeHHbIX Yrpos;

e pazgen [eicTBusl, B KOTOPOM COAEPXMUTCS WHopMaums o
Hayane/OKOHYaHuK npoBepKu CKaHepa, BKJIOYEHUM/
BbIK/IIOYEHUN MOHWUTOPA, OBHApY>XEHHbIX Yrpo3ax W AeUCTBUSIX
no nx 06e3BpEXMBAHMIO.
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Dr.Web - Cratuctuka/KapaHTuH
i, Q
CratncTuka KapaHTuH
3a Bce Bpemst
MposepeHo ¢aiinos
74340

O6HapyxeHo yrpos
37918

06e3BpexeHO

20

AenAcTBua

A\ spIber Guard

MocTosiHHas 3aLynTa MOBWIbHOTO YCTPOIACTBa
BuikatoueHa 15:10 17.08.2010

A\ spIDer Guard

Mpoeepka SD-kapTkl 3aBepLUeHa
¥Yrpos: 996 15:10 17.08.2010

V4 SpIDer Guard

PucyHok 8. Cratucruka

Bbl MOXETE OUUCTUTL CTAaTUCTUKY. NS 3TOr0 HaXXMUTE KHOMKY MeHro
¥ BbIGEpUTE MYHKT OUMCTUTb CTAaTUCTUKY.

MporpamMmoii TakXke MpPeaycMOTPEHO BeAeHWE XXypHana cobbiTui,
KOTOpPbI1 MOXeT 6blTb CcoXpaHeH Ha SD-kapTe Ans AanbHenwen
OTNpaBkN B CYX6y TEXHUYECKOW NOAAEPXKKU B
C/lydae BO3HWKHOBeHWs npobnem npu paboTe € npunoxeHnem. [ns
COXPaHEeHMs1 XXypHana cobblTU HaXMuWTe KHOMKY MeHK Ha BK/Iaake
CratMctmka 1 BblbepuTe nyHKT COXpaHUTb XypHan. XypHan
coxpaHsieTca B aiine DrWeb_Log.txt, pacnonoxxeHHoM B KaTasiore
Android/data/com.drweb/files Ha SD-kapTe.
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O6wwme HaCTPoONKH

[ns HacTpoviku Ha 3skpaHe Dr.Web -
LleHTp 3awmTbl HaxmuTe KkHOMKY MeHK0 1 BbibepuTe MyHKT
HacTpoiikn. B pasgene O6wme HacTpoikn Ha skpaHe Dr.Web -
HacTpoiikm (cm. ) BbINOSHWATE CeaytoLmne AeicTBus:

e yTO6bI NpoBeEpPsITb SD-KapTy Ha Hanuuve alinoB aBToO3anycka
Windows, ycTaHoBuTE driakok ®aiisnbl aBTo3anycka. [aHHas
HacTpoiika OTHOCWUTCS W K  aHTMBMPYCHOM  MpOBEpKE,

OCYIJ.I,ECTBJ'IFIEMOVI MOHUTOPOM B pexume
peanbHOro BpeMeHu, U K CKaHMpOBaHUIO CUCTEMbI MO 3anpocy
nosib3oBaTtens,;

e YTO6bl BKJIOYUTL WCMOb30BAHUE 3BYKOBBIX YBEAOMIIEHWIA Mpw
06HapyXeHWUW yrposbl, €e yaaneHuM WU MepeMeLleHun ee B
KapaHTWH, ycTaHoBUTe (hnaxok 3ByK;

A

e YyTO6bl BK/IOUMTL OTOBPAXKEHWE 3Hauyka MNpPOrpamMMbl B
CTPOKE COCTOSIHMSI MPW  BK/OYEHUM MOHWUTOPA, YCTaHOBUTE
¢naxok 3Hauok Dr.Web.
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MpuvnoxxeHuns

MpunoxxeHunn

MpunoxxeHue A. TexHnyeckas
noaaepxkKa

CTpaHuua cnyx6bl TEXHUYECKOW MOoAAEpKKM
HaxoAWTCs Mo aapecy

MpW BO3HWKHOBEHWU MPOBIEM C YCTaHOBKOW MM paboTol NpoayKToB
KOMMaHuM, npexae ueM obpawaTtbCs 3a MOMOWbl0 B OTAEN
TEXHWYECKOW  MOAAEPXKKM, PEKOMeHAyeTcs  nonpoboBaTb  HaWUTU
peLleHne OAHUM U3 CNIEAYIOLLMX CNOCO6OB:

® 03HAKOMUTBLCS C NOCIEAHVUMI BEPCUSMM OMMUCAHWI U PYKOBOACTB
no aapecy 7
e MpouuTaTb pasfen 4acTto 3ajaBaeMblX BOMPOCOB MO agpecy
’
e MOMbITaTbCA HalTM oTBeT B 6a3se 3HaHui Dr.Web no agpecy

4

e rocetuTb opymbl Dr.Web no agpecy

Ecnn nocne atoro BaM He yaanocb pewuTb npo6neMy, TO Bbl MOXETE
3anoNHUTb B66-d)0pMy BOMNpoca B COOTBETCTBy}OLLI,EVI cekunn pasaena

HaiiTn 6nmxaliluee K BaM NpeacTaBuUTENbCTBO 1 BCIO
KOHTaKTHYIO MHGOpMaLMIO, HEOBXOAMMYIO MONb30BaTENIO, Bbl MOXETE
rno aapecy
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Android Market

D

NMpeamMeTHbIN YKa3aTenb

9,11

Dr.Web ans Android Light

SpIDer Guard 18
BUAXETbl 15
necteus 22
XypHan 26
3anyck 13
nHTepdeic 14
KapaHTUH 24
MOHMTOP 18
HacTpokun 17
Hayano pabotbl 13
obHoBneHne 23
oblue HacTpoikn 28
cbpoc HacTpoek 17
cucTeMHble TpeboBaHus
CkaHep 19
cratuctuka 26

TEXHNYECKaA noadepXXKa

yoaneHue 8,11
yctaHoBka 8,9
dyHKUMn 7, 17
S
SpIDer Guard

BK/OYeHne 18

5

HacTpoikun 18
cTatuctmka 18

A

QHTUBUPYCHblE 6a3bl
obHoBneHne 23

6bicTpas npoeepka 19

BupxkeTbl 15
BbI6OpPOYHas nposepka

A

AeNCTBUS Hag yrpo3amu

K

XypHan 26

3

3anyck nporpamMmel 13
3ByK 28
3Hayok Dr.Web 28

n
WHTepdeiic 14

K

KapaHTuH 24

M

mapker 9,11

19

22, 24
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NMpeamMeTHbIN YKa3aTenb

MOHUTOP
BK/OYeHne 18
HacTpovikn 18

CcTaTuCTnka 18

H

HacTpovikn 28

HaCTPOMKYU NporpaMmMbl
MOHuMTOp 18
obHoBneHne 23
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ckaHep 19
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cbpoc HacTpoek 17
cUCTeMHble TpeboBaHus 8
cKkaHep
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HacTpovikn 19
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ctatuctmka 19
COCTOsIHME 3awmnTbl 14
cTatuctnka 26

MOHMTOP 18
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T
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y
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ycnoBHble 0603HayeHnss 6
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>

aiinbl aBTo3anycka 28
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